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Abstract: Aiming at the security risks of the authentication key negotiation scheme in the existing vehicular
ad-hoc networks (VANETSs) under the threat of quantum computing, a novel authentication key negotiation
scheme integrating classical cryptography and continuous variable quantum cryptography is proposed. The
scheme utilizes the quantum teleportation property of continuous variable quantum graph state (CVGS) to realize
the authentication between vehicles and roadside units, and combines with secure hash function to complete the
key negotiation. The security analysis shows that the scheme can effectively resist quantum computing attacks in a
short period of time and satisfy the security requirements of authentication and key negotiation. Performance
evaluation shows that compared with the existing quantum cryptography scheme, the number of required quantum
states is reduced by half, which improves the feasibility of realization; compared with the traditional classical
scheme, the computation and communication overheads are reduced by 77.27%#1 63.76%, respectively. This
scheme achieves a good balance between security and performance, and has a wide range of application prospects

and practical deployment value, which can provide effective security for VANETS in the face of quantum threats.
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Verification summary:
Query not attacker(hv[]) is true.
Query not attackerGhe[]) is true.

Query event(endAuthVehicle) ==> event(beginAuthVehicle) is true.

Query event(endAuthRSU) ==> event(beginAuthRSU) is true.

Query event(acceptSessionHey) ==> event(endAuthVehicle) is true.

Query not attacker(k[]) is true.

[ 4 ProVerif 2.05 HJiHLER
Fig. 4 The output of ProVerif 2.05

DS E : PR R T 25505 00 2R 0 (RSUD 59 b, Ak, R 233 i 25 3K B query attacker(kv)
F1 query attacker(kr) £5if) 45 544 not attacker(kv) Al not attacker(kr), ISR TR, Tidid TIEFREL
ARG R

2) XM NAEPE . i ik query event(endAuthVehicle) ==> event(beginAuthVehicle) F1 query
event(endAuthRSU) ==> event(beginAuthRSU) W INUEMERE ], X 45 RSU XU MAME FE3ET 75
ik, R A WA, WIES 2T 5, RyE msih . 64, query event(acceptSessionKey)
==> event(endAuthVehicle) #Fif) 25 R 2, KT HHINIE LM TE SOMIE A 2 .

3) SR EHIRE M EX AR RIS TE 8 &, 04T T query attacker(k) 7], 455 IR [F] not attacker(k),
UL BGE B TR G I H B, Hoe Ve DUOR .
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FW 2 MAE BAE MRS T SCBR(18I 7 5, & 15 BRI CEUIS T SCR16]MI[17]. th4bh, FEEEAL
UEBY B, SCER[16]AI[17]75 223647 2 Ik DV EF&1HE4, MIMTKT R AT EAR 1 IR CVGS B 14
wbprR, AT R AN

®1 SEFEBFHRLER

Table 1 Comparison with quantum cryptography schemes
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RGE AT N 80-bit Fr. MR ML N FVE R, p Al g R ERIN 20 5705, IR I ZRZLGHIR /N A 40
T M RHA, BT SERS AT R MR, Hoh CVGS 23S )P 21l 4 I 1]
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