ETEENEMTAE 7 ZXEHIEZ BN EREN
FabE', kEW, REHE"T Fg!

(1. RSB ERA TR, L7 e, 330013; 2. ka8l K%l AE B TR, Jbat, 100044)
W EARTHEERAE T, £ THEENP 5124 2% (Communication Based Train Control, CBTC) #| 315 & & i
ZRAPNE 5L LR ENHIEL R FINI FE W EFIEIT, 12 CBTC FRAEITIREAE EL @ ls M 25 30 & 69 B,
A, KIRE—FEATREEARERTELAGHRAANZEN Tk, ZHEFERERAESERFRELETIHEK, THLK
HANGAAMEA, F B T NFHEHSTFEDTETEN; RE, Z25EEAMBRBELSLEIAXMHNTELE, RAZGAET
My RE, SIANRBREMBETESR, HREAZHxsb, /£ CBTCset HBEE L7 AF B R RN, PRI EQEHR
ERHT UL 99.6%, AEFHE, Fl. HHE. BEEFIIES 5 @R R T4 ARG RR S Falafatidr 7 ik,
KA WP HE E, CBTC, NEAEM, R3kEHK, TRESK, HELEEHE
FEDHKS: U285  XEAFRERRS: A

Intrusion Detection Based on Reputation Weight and Trusted
Distribution in Urban Rail Transit

Yin Yuging', Zhang Qingmiao', Zhao Junhui'-?, Li Wenjia'

(1. School of Information and Software Engineering, East China Jiaotong University, Nanchang 330013, China; 2. School of Electronic and
Information Engineering, Beijing Jiaotong University, Beijing 100044, China.)

Abstract: In urban rail transit systems, Communication-Based Train Control (CBTC) utilizes bidirectional
wireless communication to enable real-time data exchange between trains and trackside equipment, thereby
ensuring normal train operations. However, the open operating environment of CBTC exposes it to the threat of
cyber attacks. To address this issue, this paper proposes a collaborative intrusion detection method based on
reputation weight and trusted distribution. This approach first employs differential privacy and secret sharing
techniques to support locally trained detection models, dynamically evaluating node reliability through subjective
logic. Subsequently, it combines a reputation-weighted aggregation algorithm to effectively suppress malicious
attacks and enhance system stability. Finally, blockchain technology is introduced to establish a trusted
distribution mechanism, ensuring secure model updates. Simulation experiments on the CBTCset dataset
demonstrate that the proposed method achieves an accuracy rate of up to 99.6%, outperforming traditional
average-weighted aggregation and privacy-preserving methods in terms of accuracy, F1, precision, recall and
time delay.

Keywords: Urban Rail Transit, CBTC, Intrusion Detection, Blockchain Technology, Trusted Distribution,
Dynamic Reputation Mechanism
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