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Design of BitTorrent Security Infrastructure

WANG Jue,ZHOU Li
(School of Information Engineering, East China Jiaotong University, Nanchang 330013, China)

Abstract: The BitTorrent file-distribution model gets universal application, but there are security problems including
shortage of nodes control and resources authentication. According to the characteristics of Bittorrent model, this thesis
establishes the security infrastructure based on its basic frame and key techniques, combining the SSL authentication
and the multi-layer secure tunnel techniques. The infrastructure can provide general and controllable security service at
the system level to implement the unified security management of the units in the network . Consequently it can establish
reliable network environment.
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