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Password Authentication Scheme of Generalized Elliptic
Curve Digital Signature Chain

Zhang Lihua, Bai Exfei Yang Xiuqing
(School of Electrical and Electronic Engineering: East China Jiaotong University - Nanchang 330013, China)

Abstract : One time password is an important technology of the user authentication- In this paper;we develop a novel el-
liptic curve digital signature chain based on one time password authentication and key agreement scheme (EAKAS)-
The scheme uses many mechanisms such as elliptic curve digital signature algorithm that can recover message and has
no inversion; elliptic curve based on authenticated key agreement protocol s key evolutionary algorithm and elliptic curve
digital signature chain; etc-The scheme has the following merits :there is no need for any password or verification table
in the server;users can choose or change password freely and achieves mutual authentication;it has no system clock
synchronization and no transmission delay constraint ;it can resist replay attacks:man —in " the —middle attackoff —
line dictionary attack and insider attack it has the feature of password error sensitivity and strong security restoration;
the session keys in proposed scheme have the feature of freshness, confidentiality ; known key security and forward secu-
rity - By comparisonthe scheme has better security and is well suited to occasion which requires strong security -
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