5530 5 4 1 R K ¥ E R Vol.30 No. 4
201348 A Journal of East China Jiaotong University Aug.,2013

X EHS:1005-0523(2013)04-0035-05

ETHRAES HiER EPON Z£ A RMAR

(ARSI R R TR =B, VL0 99 5 330013)

W R T —AF L T A 69 AES-128 okt m B o £, %5 48 AES-128 5Lk 09 B0 -2 5| sEat MK, 22 )5 33 EPON
89 T AT 77 o1 69 M AR VAT An 5, B oA R B 1A B89 R O SR AL AR 69 3 A AT AR R AT AR TE A A R 69 2 B M A i A
R 4ERAEM T % 69 TAT A A AU

KR EPON; AES—128; T AT # 4% ; i 1] &,

FESES:TNIIS M EFRERG A

EPON (ethernet passive optical network , LAR TG /28 ) 1 Ry T — A T8 417 6 AR 1 B 22 i e 7 2 2
— B R PO 55 T TE I T 2K (H T T EPON g6 2,5 $ M54, SR R i LR I8 42, 31 L
JURERGR AT R Y AR AR AR T L R . BRI I T8 % 2 R F RSA (vivest shamir
adleman ) fil1 25 &35 ¥ AES (advanced encryption standard, 5 Z N bR 1E ) Fll ECC (elliptic curve cryptosys-
tem, 15 £ 2 R 50 ) FRES & ROFERE ), B8 BRI AES TGN 7o HX SeAL 52 1 fin % I
VARO[ s 05 2 Ml 95 922 A M RN SIE I MK, EL 23 A A I 18 BUAR 5™ 52 ) [ 2% (R B AP R . PRI , 3
S T — PR T [R]B AES AN J7 58, 1207 58 AT A7 R80F FH i Ta] 88K Fr) 2l 285 SERI R T] A5 52 30 4 10 58T
NI G, M PRI RS b 1 i ) SIS P A 4

1 AES-128Z4$H¥ B

AESYE X AR I k0GR, By 2 i R A0, RERS G A2 SE PR L 2ok . B —
MR, = 1 A AT R AL BTR

AR A ST O ER A BT AR . % —
TSR T AES-128 501 EA B4 10458 X — y 1294 104
I B, N RN A 1 TR JwsH] i AT i — Y. ]

Y B A SO A i Rrea B EREN S
BRI P e B AR A i R 5 SR A U AR vk W sy Fo E_,i TR F,L:q/yj
PAT 7 AT RS AL SR A e % B P ERS —
ARV, e 4 B — 4, SRR U IremE R
59 UHEE M, 5 10 S8 R BT 9 A e, e S
Je EAE A AR, R W SCROn 2 545 21y El1 AES-128 ZEHLE
BEY Fig.1 Encryption mechanism of AES-128

YriE A EA:2013-05-31
EETH : EE HABFEA T H (61262079)
YEB BT B PR (1963 — ), Zr, 8%, 1+ WF9 7 m el (G A

HEM  hitps://www.cnki.net



36 R A2 OR F 20134F

AES-128 It B , 7 B3 10 WA 5, D 1 ORI el A2 (9 Sk, 3K 10 Fe s A0S AN K]
9 ARERIAR G ARt X B A S T T AT BRI R A R e 2 B
(o Tl llk [kl k[ k[ k[ klh [hlkilh[hslhkslhs]

T e e

L Reon[i/4]
FRE ] T ] W |

2 AES-128F$AY RidiE
Fig.2 Key expansion of AES-128

B R

1) AES-128 3128 bit, Bl 16 95 ( ky ~ ks ) JFEIEE —DF W, = (wy, w o w,, wy )

2) s (w,  Hrb i = 1~11 )RR 2 B S AN ] fan R 0 05 45 3]

a. 40 2 2514 mod 4 = Ot W=Ww_@WwW,_,;

b S 2 P i mod 4 = O, W~ T@W, , BLHL T, J NI AR e A (BT W |
O L R FNEE H B Reon| i/4 [T 555452

2 EEEAREFNE S

H T OLT (optical line terminal , JG2& 250 ) AR H O B9 A8 Ho s 8H 4 ONU (optical network unit, Y6 ]
2R BATT) L HE B, R, Oy 1 R R 98, ONU I pibs 20055 OLT B I P R4S — 2, S a7 B0 5 it K
OLT [ B B B 42 % 2% 45 ONU, 2R J5 ONU Wil 5 A O 9 A% b i 4 T 4% asf Bsf o 358 75 2 01 F A7 CFE TEEE
802.3MAC F il it v (¥ Fsf ) 88, 28 1 0 MAC #2 il it A 28 1l , FLrb B[l 7 4 795 . EPON RGBT, &
A7 B S [E) A ACPE OLT %47 ONU 1Y Gate FE i otrh, 47 1B [ ZE ONU % 45 OLT 1Y Report #4 il
PRI, FRATTAT LAAE 22 S0 B 3 A v B 2 ek ) 8

Fz1 MACEHIMER
Tab.1 Constructure of MAC control frames

HFE AT HEYMAC  MACZEHIOx8088  MACHSHIWZEA Wiy HHEfEE FCS 24555
KN 8 FA 6 7 2 FAY 2 Y 4 Y 40 75 4

OLT A A i I A 50 a2 H R X I [RUBORLFEA T T4, > OLT & 3% MPCP (muti—point control pro-
tocol , 22 s I DRSO TR , B miURE AS S PR O 6L, RIVA XS Ak efefy A SIS T . ONU St A HL AT [
FEDIRERYTHEES , TR (T H2ls 02k A OLT 3 ) MPCP T, 823 3 A Wit 5 1) i ) BOR BT A C A 3
E, LIRS EI R H Y

FEHIM  hitps://www.cnki.net



55 434 BRZ o, 55 HE TR AY AES B35 EPON 244 )7 S HF 9% 37

3 ETAtiEEH AES-128 5%

X HLEE A RAIE T SR AE AES BB E1 Y e B BE 5 | RS R , L0254 R B e 30 245 B FH E) 25, PRI
BRI 4 045 57 2 JOTR el n o i a5 B o

T EFNR A AR, RS PR B 5 — A8 B0 B A e e A5 B (9 R AR I , 7 L o 800 P e
B, AR T 2 S 8O0, T A A RS A Fe 25 80 HOR PR A AR FEEA T2 ARk, DR it 6 1k
TEHAIMA R R, % ER AT i R ORI T T AR S B A (R, TT LALE A R R [
SIS HUHT RS, B LATE e R v | AR ) rT A 51

WE 3 B, RS R R T B (1R, (A5 PR B A (R AH G , RERS Bl B R] A ARk I s 28
LR EPON NP 8dapY 44

[ [ a1kl k[ klk[ k] k] k] h kol knlke[ sl kul ks

{ t ; t
{ t/ t E t t
-] | - | -]
Tyo ) Wao ) Wi § Wiz s Wa3
/ t ; / t ; f t ; t

B3 ETHEENAR
Fig.3 Scheme based on timestamp
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Fig.4 Comparison of average throughput Fig.5 Comparison of average time delay
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Fig.6 Comparison of throughput Fig.7 Comparison of time delay

FATEEAT BT R 160 s, KAEFE 19 s BF R G WAEL 5088, 76 19 s 1] 20 s B9—FPIF ] 5L, 7t 5t F
B SiE 2 B, HEAE 20 s G BT TEa e, 3140 s B, " FHAR] TR ME, &t 0.93 Gh-s B ZE Ny
0.008 ms,

3 B FRATT AT D e IR T (R B8 Ty 2R L R e B T A TR R Ak g, (LRSS SE S A % R
ARSI LA WG, ER AR AR B 19 f R AL HE B ZEASBER AT 0.1 ms, 173X HL A9 AL % i) 4iE
KA 0.008 ms, ZL/NTF 0.1 ms, FLARTE M A ACEACR RO, FAP 4B SEH A 0.1 ms. LA H] BRETN
BT G ) SR Bt A ) ) Bl AT A, 2 Ak L AT ik il o DR, AE AR UE EPON R G0 55 (= % 4
PERTETEE T, 7E M2 VTG I P — S N RE IS R A i 2 ] LAk AN 3232 19

FEHIM  hitps://www.cnki.net



55 434 BRZ o, 55 HE TR AY AES B35 EPON 244 )7 S HF 9% 39
5 Z5RiIB

N T fif Rk EPON B9 AES-128 il 7 5¢ b B Tk o0 285 S T 5 0B 47 85080 25 2 9o BOF Lk [l
B, BT G4 AES-128 Bk B JR BT B g | 1 I T, (6 45 1 nl LABEE I ) sh 25 MRl 20 . 7y
M WIZ T G802 ATATHY R 80 — 222 4207 AT B SR Al 55 R SRR # & B0

S 30k

(1] B, XU~ LARTCIEDER 2% oL 45 Aot FPGA SZBE T ). #E 7R3 K241, 2011,28(2) : 19-23.

[2] ZHANG LINCONG, LIU YEJUN,GUOLEI, et al. Energy-saving scheme based on downstream packet scheduling in Ether-
net passive optical networks [J]. Optical Fiber Technology,2013,19(2):169-178.

[3] GU WEN, VERMA PRAMODE K,KARTALOPOULOS STAMATIOS V. A Unified Security Framework for Wi-MAX over
EPON access networks [ J]. Security and Communication Networks,2011,4(6) : 685-696.

[4] BERISA T, FOULI K, MAIER M, et al. Adaptive grant extension in OC-Enhanced PONs [J]. Communications Letters
IEEE,2011,15(4):458-460.

[5] AIHANY,YANYAN C,FAN W, et al. Research and implementation of EPON system encryption security[ C |// Magdy Bay-
oumi. International Conference of China Communication. USA : Scientific Research Publishing,2010:78-81.

[6] FU ZIYI, LI ZONGIIE. Study of authentication and encryption scheme in EPON[ C ]//Proc International Symposium on Elec-
tronic Commerce and Security Workshops,USA : Scientific Research Publishing,2010:8-10.

[7] SARWARUL C,MARTIN M, Security issues in integrated EPON and next-generation WLAN networks| C ]/ Bayoumi. Con-
sumer Communications and Networking Conference. Las Vegas, NV : Conference Publications,2010: 1-2.

[8] GONG JIN, WENYI LIU, HUIXIN ZHANG. Multiple lookup table-based aes encryption algorithm implementation [J].
Physical Media,2012,25(2) : 842-847.

[9] BEHROUZ A FOROUZAN. = 5 4522 [ M. Shits 3. Jbat: e th it , 20091 175-203.

Research of the EPON Security Scheme Based on Improved AES Algorithm

Yin Aihan, Wang Shengkai

(School of Information Engineering, East China Jiaotong University , Nanchang 330013, China)

Abstract: A new encryption scheme based on improved AES algorithm is proposed in the Ethernet Passive Opti-
cal Network (EPON). In this scheme, AES-128 algorithm is combined with timestamp in the process of key ex-
pansion for encrypting downstream data in EPON. Accompanying the dynamic update and synchronization of
keys, the extraction and synchronization of timestamp are released to achieve the real time and security. The
simulation results indicate the validity and feasibility of this scheme.
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