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A Novel User Authentication Scheme Based
on ECC and Fingerprint USBKey

Zhang Lihua,Shen Youjin

(School of Electrical and Electronic Engineering, East China Jiaotong University, Nanchang 330013, China)
Abstract: Network user authentication schemes are analyzed in this paper, and then a new authentication model
combining the fingerprint recognition technology with USBKey technology is proposed, which uses fingerprint US-
BKey with fingerprint characteristics to improve the existing USBKey authentication. The ECC (Elliptic Curve
Cryptography) algorithm is utilized to improve the security of user authentication protocol. The challenge/response
authentication mechanism is adopted to achieve the mutual authentication. The digital certificate with fingerprint
characteristic is exploited to prevent unauthorized users from tampering with fingerprint characteristics. The user
authentication scheme presented in this paper may judge the user authority by USBKey, realize the remote server
authentication, and effectively resist the eavesdropping attack, impersonation attack, replay attack and DoS attack
as well.
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