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Analysis and Improvement of Secure and Efficient Certificateless

Signature Scheme

Liu Ergen', Zhou Huajing'?, Wang Xia'?, Guo Hongli'?

(1.School of Science, East China Jiaotong University, Nanchang 330013, China; 2. Institute of Engineering and Cryptography, East
China Jiaotong University, Nanchang 330013, China)

Abstract: The security analysis of the certificateless signature scheme proposed by Liu Qian et al. shows that the
scheme is not secure for public key replacement attack and the efficiency of the scheme is low due to the usage of
bilinear pairings. This paper proposes a new certificateless signature scheme without bilinear pairings on the basis
of original scheme, and it is proved that the new scheme is secure for two types of attackers. After comparing the
new scheme with existing signature schemes, it maintains that the new scheme is efficient.
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