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Attacks and Improvements of Certificateless Signcryption Scheme

Zuo Liming'?, Xia Pingping'?, Lin Nan’
(1.School of Science, East China Jiaotong University, Nanchang 330013, China;

2. Institute of Systems Engineering and Cryptography, East China Jiaotong University, Nanchang 330013, China;
3. State Grid Jiangxi Electric Power Co., Ltd., Electric Power Research Institute, Nanchang 330096, China)

Abstract:In order to simplify the management of certificates and keys, improve the computation efficiency and
the security of the certificateless signeryption scheme at the same time, Chen Hong, et al. proposed a certificate-
less signeryption scheme of verifiable security without pairing and claimed that their scheme satisfied confiden-
tiality and unforgeability in the random oracle model. Unfortunately, by constructing three types of attacks, the
study indicated that Chen Hong’s et al. certificateless signeryption scheme could not resist the public—key sub-
stitute attack, the master key and partial private key exposures attack, and the collusion attack. Finally, the

causes of the vulnerabilities were analyzed, and the improved scheme was proposed.

Key words: signcryption; random oracle model; elliptic curve; confidentiality; unforgeability



