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Fig.1 Definition description of signcryption scheme
1.2
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’ Fig.2 Structure diagram of CNC machine tool
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1> :p ’q > q | (p_1>7gEZp* q ’xaEZq* ’yaE “
(mOd P ) , X € Zq‘ s Vb=, Yb(mOd P ) ,H Hash s
(E,D) )

2) :

@ keZ, K=H(y,) mod p);

@ c=E.(m);

@  r=H(H(m),g" mod p), R=g¢ mod p;

@ s=k (r+x,)™" mod ¢q, m (¢,R,s), o

3)

m (C,“R’S)’
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@ K=H((y,R)" mod p);
@ m=Dy(c);
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1 0 R Do d g
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Fig.3 Overall schematic architecture
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531 Tab.1 Symbolic explanation
1) Psq, q ! (p-1), cID
7z o
EE% 4 MID
2) Hash H,
3) L(E.D) SPoint
, (p,q,g,H, EPoint
E,D), LShape
532 CTool
’ CSpeed
( ) ( )
CTemp
1) 1D X € Zp* CPress
2) ID s ym=g"”) (mod P) o
533
1) . CID MID ,
, SPoint . SPoint . LShape | CTool .
CSpeed . CTemp CPress packet
CID#MID#SPoint#EPoint#LShape#CTool#CSpeed#CTemp#CPress .
2) o CID packet m =CID#MID#SPoint#E-
Poin#LShape#CTool#CSpeed
#CTemp#CPress ,
@ CID keZ, K=H (yys' mod p);
@ c=k(m) ;
@  r=H(H(m),g" mod p), R=g mod p;
@ s=k (r+x¢p)™ mod ¢,
CID (¢,R,s) MID
534
MID (c,R,s) ,
@ MID K=H( (}’CID R )S'MD mod P )
@ :m=D;(c);
@ :R:gH(H(m).(yLmR)X mod p) mod p, , , .
5.3.5
54
1.2 , o
5.4.1
(c¢',R",s"), (¢',R',

s/ ) (¢'.R",s") mod p

. s’
R/:gﬂ(H(m ), O R) mod p) mod D,
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2 =(yspR" )" mod p=g" =" , , s’ s'=k" (r'+xgp)™ mod ¢,
XSIp , Y. sm=g‘s’” mod P, ¥sip XSID H Xsin
o , (c¢',R",s") o
542
CID MID (¢,R,s), (¢,R,s),
m, , m=Dy(c), , K=H ((y,
R)™™ mod p), K X , K, X » Yu=g™ mod p
s Xmin 5 (c,R,s) mo
5.5
Windows7 Visual Studio 2012 , Bouncy-
Castle , s
/********* *********/

—_ —_. =

—
[—

[\
—

—

string m=CID+"#"+MID+"#"+SPoint+"#"+EPoint+"#"+LShape+"#"+
CTool+"#"+CSpeed+"#"+CTemp+"#"+CPress; //

string ¢ = AES.Encode(m, K);// c=EK(m)

Biglnteger r = new Biglnteger(myhash.TanGetDigestByteArray(i1)):// r=h(h(m),g’%k)

ECPoint R = eccparam.ecc_point_g. Multiply(r);// R=gr

Biginteger s = k.Multiply(l.Divide(r.Add(x1))).Mod(q);// s=k(r+x1)"-1

sk HHAAAAAAK

// KI1=h((yIR)sx2)modp

string K1 = myhash.TanGetDigest(y1.A dd(R).Multiply(s. Multiply(x2)). ToString());

string m1 = AES.Decode(c, K1); // ml=DKI(c)

SR ok s ok /

Biglnteger temp = new Biglnteger(myhash.TanGetDigestByteArray(12)); // h(h(mI),(yIR)s)

ECPoint R1 = eccparam.ecc_point_g.Multiply(temp); // Ri=gh(h(ml),(yIR)s)

if (R.Equals(R1))f
Console.Out.WriteLine (" , ")
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Security Interaction Protocol for Remote Control of CNC Machine
Tools Based on Signcryption
Tu Xiaobin!, Ai Meizhen'%Yi Chuanjia'?, Zuo Liming'?

(1.School of Science; 2. Institute of Systems Engineering and Cryptography, East China Jiaotong University Nanchang 330013, China)

Abstract: Aiming at the problem of information security interaction in the transmission of remote control for CNC
machine tool, a secure interaction protocol for remote control of CNC machine tool based on signcryption is de-
signed. By embedding the signeryption algorithm between client and CNC machine tool, the verifiability of infor-
mation source can be realized, which can prevent information leakage and ensure the safe transmission. The ex-
perimental simulation proves that the protocol has high feasibility.

Key words: CNC machine tool; remote control; signeryption scheme; security protocol



