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Abstract. With the explosive growth of the second generation blockchain platforms and applications, smart con-
tracts as executable code deployed in the blockchain are facing more and more security problems. At present,
most of the researches on the security of smart contracts focus on the mining of security vulnerabilities, while in-
sufficient attention has been paid to the impact of the fairness of smart contracts on security. To address this
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contract Puzzle {

function (){ // F= pR &, BRI FI I AT

if (msg.sender==owner ){

owner.send (reward) ;

reward=msg.value; /BT I 4 i

}

else

if (msg.data.length > 0){ // #&38— it 5 %
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Fig.3 Interaction process diagram between agents
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Fig.4 Message sequence graph for fairness violation
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Fig.6 State transition graph for fairness violation of
Puzzle contract
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