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Abstract ; Traditional text encryption algorithm is not applicable to image encryption, so classical Logistic map
has limited range of system parameters and unequal distribution of chaotic sequences. In this paper, an image
encryption algorithm based on cyclic shift combined with improved Logistic and Tent map is proposed. The ini-
tial values and control parameters of improved Logistic and Tent map were set, and the bitt retake technology
was applied to improve the chaos effect in the transition state, so as to improve the effect of image encryption al-
gorithm. When the plaintext image was processed, Arnold transform and XOR pre—encryption were carried out
first, and the image was partitioned. Then, the sequence generated by Tent map was used for sorting index and
circular shift. In the process of encryption, the plaintext image underwent pixel replacement and pixel diffusion,
so that the value and position of the plaintext pixel were changed. Experimental results show that this algorithm
has good encryption performance and security.
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adjacent pixels of different algorithms

The

Algorithm P.lamtext, horizontal Th(? VeI.ncal D.lago.nal
ciphertext divection direction  direction
. Plaintext 0.951 9 0973 5 0.926 2
This
Paper Ciphertext  0.003 1 -0.0033  0.000 2
Reference ..
7] Ciphertext 0.003 7 0.002 5 0.002 9
Reference ..
(18] Ciphertext 0.004 9 0.004 1 -0.002 6
Reference o/} ext 00002 —00032 0,002 1

[19]
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Tab.4 Test image information entropy

The test image Plaintext image Ciphertext image

Human (256x256) 7.3912 7.989 3
Animal (256x256) 6.996 5 7.989 5
Plant(256x256) 7.276 0 7.989 6
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Tab.5 Information entropy comparison of different
algorithms

Ciphertext image

Algorithm The test image information entropy

This paper Human (256x256) 7.989 3
Reference [21] Human (256x256) 7.997 8
Reference [22] Human (256x256) 7.980 1
Reference [23] Human (256x256) 7.975 4

This paper Plant(256x256) 7.989 6
Reference [22] Plant(256x256) 7.989 4
Reference [23] Plant(256x256) 7.989 9
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(b) The difference
before and after

changes

(a) The ciphertext
image is not changed

(b) The changed

ciphertext image
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Tab.6 Comparison between the test by Human (256x256)

with other algorithms
%

The average

Algorithm The average UACI

NPCR/%

This paper 99.55 33.38
Reference [17] 99.61 29.45
Reference [18] 99.61 29.45
Reference [19] 99.65 33.55
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