25 4 Vol.25 No.4
2008 8 Journal of East China Jiaotong University Aug. 2008
11005 - 0523(2008) 04 - 0025 - 04
( 330013)
p2p p2p p2p
p2p
:P2P;
: TP393. 08 TA
P2P ' ( Peer — to — Peer ) N
Internet BT. eMule. :
POCO. Vagaa Hash (
)
P2p N N N ; pP2p
Ip ;
p2p p2p
p2p p2p
p2pP
p2p p2p
p2p
p2p p2p
N p2p
p2p p2p . p2p p2p
( ) p2p P2P( WWW + FTP) . p2p
P2P 1
N N p2p P2P( WWW)
p2p p2p
p2p N N N
p2p
1 p2P
p2p N
:2008 - 03 -24

(1970 -)



B E - 84

26

2008
(1) : P2P .
_ (P2P . N 1P.
Interner ) 1P
E Pzpmﬁiﬁwww-"m
. 5! (2) PP
PRI (L) #
Hash :
B9 25 (linux+mysqll ( 3) P2P N
= Hash ;
PRI (B) ﬁ
m (4)
ol o st pEve (5)
PRl )y RS - i
E%(Iinuximysul)
' (6)
L] X )
i 2.2.2
P2PH P it it N
.................. »
P2PI I i 3
——————— - PP
(1)
1 Hash ( Hash )
(
2 P2pP
p2p )
2.1
: . (2) (
2 )
( P2P
NO
P2P ).
(3) P2p 1P
v v
F P B iy | ESpe SURI | | g e fir | 2.2.3
' [ . P03
R |3l |2 (&) B (e ] F
IBLARGARE IR AR EE Fo|oi| | 4] 1P
SRR E ] E] (| |3 || || |E (1)
| | &R R | W] || B
fa| Mg | 8] || & & | | HOE| |
Bl R (R| )| e ] | ¥ ( . . .
)
2
2.2 (2) P2pP
2.2.1 :
~N Al A (3) IP :IP N

1P



27

p2p

4 . p2p
W s iie
A
3 T
—_—
Aussowim %,
o “,
3.1 N‘x’a’/ N
P2p P \\‘
100 M = L s i
............... '
N PPEHRES (linunmysgl)
A PP
P2P pP2p ‘& .
TR
P2P P2P T
,  P2p :
B g LT - .
. FhmE, il
P2P P2P P2P U i iy
N N PRI % % (L inux-mysql)
N P2p 3 Hash
P2P P2P
3.2 .
pP2p
; ; P2P
P P2P 3
. P2P
SHA( Secure Hash Algorithm) > Hash XML
Ron Rivest 2% bit SHA1 XML Hash
160 bit XML FTP P2P( FTP)
( Message Digest) Hash P2P
( Digital Fingerprint) . P2P ( P2P
SHA pP2p ) pP2p
(1) Hash
( ) P2P
(2) Hash Hash
( ) - XML P2P
SHA1 SHA XML
; Hash
SHA1 Hash ) XML
Hash
P2P 1P 3.3
p2p P P2P
P2P 1P
P pP2p
p2p
pP2p

p2p

FTP

(

p2p



28 2008
N vE - mail
3 N
N N 3.4.3
p2p
4
_&Hwﬁﬁﬂfﬁ@ﬁ
I [ REENRIG AN TR 4
= EREONE
E I |
W7 E P2P ik Mk |
————————————————————— (1) 1P 1P
[ P2P ik Mg bl Fe i
) P P
Jii [ PR S hRER MR
& B NO P
7 R Rex i T
i JvEs
i Y )
AT | [FhUERE (2) P : (
TTTTTTT T Ty T - IP) P
BB A
P P
A S e
P (
4 1P)
3.4 )
(3) P2P ; P2P
p2p
p2p
p2p
pP2P
1 . C/S eMule
3.4.1 J. 2007 4:93 -96.
SAN 2 . SHA -1
4 J. 2007 3:34 -36.
SAN 3 . MD5 SHA -1
AVR I
3.4 2005 7:65 -68.
4.2 4 . : SAN
NAS M . .2004. 135 -

149.



Design and Implementation of P2P Network Security Monitoring System

LIU Li — yue WAN Zhong — bao CHAI Ya - hui
( School of Information Engineering East China Jiaotong University Nanchang 330013 China)

Abstract: Aiming at new network security problems brought by P2P technology with the object of P2P system ap—
plied in domestic field this paper designs and implements a network security monitoring system which can monitor
P2P user actions jam and filtrate harmful information control and orientate harmful actions. This system has been
applied to P2P security monitoring successfully.

Key words: P2P; network security; jamming and filtrating; controlling and orientating
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