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Fig.1 Application of wireless sensor network architecture in power system
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A Super Light—Weight Stream Encryption Scheme for
Real-Time Encryption of WSN Data

Tang Pengzhi'?, Kang Wenyang'?,Zhang Peng'?,Zuo Liming'?

(1.School of Science; 2.SEC Institute , East China Jiaotong University , Nanchang 330013, China)

Abstract: Aiming at the problems of lacking data confidentiality protection, weak computing ability and limited
bandwidth in real-time data transmission of power wireless sensor networks, an ultra—lightweight stream encryp-
tion scheme was proposed. It consists of three parts: key creation, encryption and decryption. Furthermore, a data
encryption transmission protocol for power wireless sensor networks was designed. Besides, the key implementa-
tion code and simulation were given. The simulation results show that compared with other algorithms, the effi-
ciency is greatly improved and the difficulty of implementation is lower, and it is suitable for the secure trans-
mission of data in the application scenarios where the computing power of power wireless sensor network devices
is relatively weak.
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