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Fig.1 The SM2 signature algorithm

Fig.2 The SM2 signature verification algorithm
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Fig.4 Identity authentication service system
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Fig.5 Initialization stage
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boolean ret=false;

ret=mBluetoothReader.cardPower(slotNum, CARD_POWERED);
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Sig=Getemd.cardSigh1(hmsg) ;
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public override ArrayList Securitylogin2(string RandomCode)
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string msg =RandomCode ;
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string UserName = ctx.Request| “UserName”];
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A Microgrid Security Login System Based on Smart Card SM2

Tang Pengzhi',Zhang Mengli'?, Ding Shihan',Zuo Liming'~

(1. School of Science, East China Jiaotong University , Nanchang 330013, China;
2. SEC Institute, East China Jiaotong University ,Nanchang 330013, China)

Abstract:To solve the problem of identity authentication in microgrid system, a microgrid security login system
based on SM2 smart card is designed. Firstly, with SM2 smart card as the core, the process of user identity au-
thentication is described. Then the security of the scheme is analyzed. The scheme is characterized by anti—
counterfeiting, anti—tampering and anti—replay. Finally, the system is implemented on the embedded development
platform. The experimental results show that the system has a certain stability and efficiency, which has certain
significance for the safe and stable operation of microgrid system.
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